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Infrastructure security

Virtualization securty

Host secunty

Middleware security

Application system
security

Data security

Security management

Security O&M

— ADEHRUF

Major Security Technology Requirement
Physical and network security

Virtualization platform, virtual storage, and API security

Virtual network

Antivirus, intrusion prevention, host security hardening, and patch
management of OF, firmware updates

Container, API, database, and resource management platform security

Web vulnerability scanning, web tamper protection (WTP), anti-DDoS,
application firewall, 1dentity and access management (IAM), and API
security, DLP solutions

Data transmission and storage security, integrity protection, backup,
and recovery

Metwork audit, network behavior management, traffic control
management, key and certificate management, 1AM, database audit,
cloud log audit, host security management

Security operations center (SOC), secunty situation awareness (SSA),

web vulnerability scanning, system vulnerability scanning, security event

monitoring, baseline configuration check, and security audit
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